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Storage Networking 



Topics 

 Storage Technologies 

Access Protocols and Applications 

 Storage Provisioning 



NAS, SAN, & DAS 

 Servers and storage that were 

once sold separately now  

bundled in cloud storage 

environment. 

 Sometimes called Storage as a 

Service. 

 Organizations can now 

purchase storage that connects 

directly to a blade server. 

 Makes need for a separate 

storage network obsolete. 

 



Direct Attached Storage (DAS) 

 IDE, SATA, or SCSI. 

 Most frequently utilized in desktops, laptops, and small server 

environments. 

 Least expensive option. 

 Can provide both block-level and file-level access. 

 Limited ability to provide high-availability solutions. 

 



Storage Area Network (SAN) 

 High-performance option 

 High-end storage solution with data security capabilities. 

 A storage device that resides on its own network and 

provides block-level access to computers attached to it. 

 Disks that are part of a SAN are divided into subdivisions 

called logical unit numbers. 

 LUNs, that provide the block-level access to specified 

computers. 

 LUNs similar in theory to a logical disk drive. 

 



 



SAN Configurations 

 Allow storage resources and access permissions to be applied 

very granularly and with very high performance capabilities. 

 SAN solutions vendor specific. 

 Require specialized training, constant monitoring and attention. 

 Able to provide shared storage or access to the same data at 

the same time by multiple computers. 

 Critical for enabling high availability in data center 

environments that employ virtualization solutions requiring 

access to the same virtual machine files by multiple hosts 

 



SAN Fabric 

 Network that a SAN utilizes is referred to as a fabric and can be 

comprised of: 

 Fiber-optic cables 

 Ethernet adapters 

 Specialized SCSI cables. 

 Computers require special adapter to communicate with a SAN. 

 A host bus adapter (HBA) usually a PCI add-on card that can be 

inserted into a free spot in a host and then connected either to the 

SAN disk array directly or to a storage area networking switch. 

 



Virtual Host Bus Adapter  

 Another option is to use a virtual HBA, which emulates a 

physical HBA and allocates portions of the physical HBA to 

virtual machines. 

 Storage data transferred from the disk array over the storage 

area network to the host via the HBA, which prepares it for 

processing by the host’s compute resources. 

 Each HBA has a unique World Wide Name (WWN), which is 

an 8-byte identifier similar to an Ethernet MAC address on a 

network card. 

 



HBA World Wide Name (WWN), 

Two types of HBAWWNs:  

1. A node WWN (WWNN), which can be shared by either 

some or all of the ports of a device, 

2. A port WWN (WWPN), which is unique to each port. 

 In addition to SANs, organizations have the ability to use a 

virtual storage area network (VSAN), which can consolidate 

separate physical SAN fabrics into a single larger fabric. 

 Allows for easier management. 



VSAN 

 Allows for: 

 Identical Fibre Channel IDs to be used at the same time within 

different VSANs. 

 User-specified IDs used to identify VSAN. 

 HBAs usually have the capability to increase performance 

significantly by off-loading the processing required for the 

host to consume the storage data.  

 HBA enables greater efficiency for its host by allowing its 

processor to focus on running the functions of its operating 

system and applications instead of storage I/O. 

 



Network Attached Storage (NAS)  

 Alternative to storage area networks.  

 Utilizes TCP/IP networks for sending and receiving storage 

traffic. 

 Provides file-level data storage.  

 Because NAS utilizes TCP/IP instead of a separate SAN 

fabric, many IT organizations are able to utilize existing 

infrastructure components to support both their data and 

storage networks.  

 Potential to cut costs while providing similar shared storage 

capabilities. 

 



Costs 

 Data networking infrastructure costs significantly less than 

storage networking infrastructure. 

 Shared configurations between data and storage networking 

infrastructure enable administrators to support both with no 

additional training. 

 A NAS appears to the client operating system as a file server, 

whereas a SAN appears to the client operating system as a 

disk (typically a LUN). 

 Allows a NAS to use Universal Naming Convention addressable 

storage. 

 



Fibre Channel  
 Technology for transmitting data between computers at data rates 

of up to 10 Gbps. 
 Technology of choice for interconnecting storage controllers and 

drives when architecting infrastructures that have high performance 
requirements. 

 Comprised of many interconnected individual units called nodes. 
 Each node has multiple ports. 

 Ports connect nodes in a storage unit architecture using one of 
three topologies:  
 Point-to-point 
 Arbitrated loop 
 Switched fabric 

 While Fibre Channel is the transmission medium, it still utilizes 
SCSI or IP it for its commands. 

 



Fibre Channel Protocol (FCP). 

 Takes advantage of hardware that can utilize protocol off-load 

engines (POEs). 

 Assists host by offloading processing cycles from the CPU. 

 Fibre Channel Protocol  frames consist of three components: 

1. Encapsulating header called the start-of-frame (SOF) 

marker 

2. Data frame itself 

3. End-of-frame (EOF) marker. 

 Encapsulated structure enables the FC frames to be 

transported across other protocols, such as TCP. 

 



Fibre Channel over Ethernet (FCoE) 

 Enables transport of Fibre Channel traffic over Ethernet 

networks  

 Encapsulates Fibre Channel frames over Ethernet networks. 

 Able to utilize new high-speed Ethernet 

 Can fully utilize 10 Gbit Ethernet networks (or higher 

speeds) while still preserving the FC protocol. 

 



Ethernet 

 Relatively inexpensive  

 Reasonably fast 

 Speeds ranging from 10 MB/s to 10 GB/s. 

 Limited by both length and type of cables over which it 

travels. 

 Ethernet divides data traffic into groupings called frames. 

 Frames are utilized by storage protocols to deliver their data 

from one point to another. 



Internet Small Computer System 

Interface (iSCSI) 

 A protocol that utilizes serialized IP packets to transmit SCSI 

commands across IP networks 

 Enables servers to access remote disks as if they were locally 

attached. 

 iSCSI “initiator” software running on the requesting entity 

converts disk block-level I/O into SCSI commands that are 

then serialized into IP packets that traverse any IP network to 

their targets. 

 At the destination storage device, the iSCSI packets are 

interpreted by the storage device array into the appropriate 

commands for the disks it contains. 

 



 

An example of how multiple servers can leverage iSCSI to connect to shared storage over 

an IP network. 



iSCSI 

 Limited by transmission speeds of its Ethernet network. 

 Although its performance is not as high as Fibre Channel 

SAN, iSCSI on a NAS device can be an inexpensive entry into 

shared storage for IT departments or a training ground using 

repurposed equipment for administrators. 

 



Logical Unit Numbers (LUNs)  
 Originally used to identify SCSI devices as part of a DAS solution. 

 Devices along the SCSI bus were assigned a number from 0 to 7 and 
SCSI 2 utilized 0 to 15, which designated the unique address for the 
computer 

 In storage networking LUNs operate as unique identifiers, but 
now they are much more likely to represent a virtual hard disk 
from a block of allocated storage within a NAS device or a SAN. 

 Devices that request I/O process are called initiators, and the 
devices that perform the operations requested by the initiators are 
called targets. 

 Each target can hold up to eight other devices, and each of those 
devices is assigned a LUN. 

 



Network Shares  

 Storage resources made available across the network. 

 Appear as if they are a local resource. 

 Traditionally implemented using the server message block 

(SMB) protocol. 

 Typically in the form of NFS in Linux, and they appear as 

shared folders in both operating systems. 

 Access to these shares happens within an addressable file 

system as opposed to using block storage. 

 



Zoning 
 Servers need to be able to mount and access any drive on the SAN. 

 Can create disk resource contention and data corruption. 

 To mitigate these problems, storage devices can be isolated and 
protected on a SAN by utilizing zoning and LUN masking 

 Allows for dedicating storage devices on the SAN to individual 
servers. 

 Zoning controls access from one node to another. 

 Enables isolation of a single server to a group of storage devices or 
a single storage device, or associates a set of multiple servers with 
one or more storage devices. 

 Implemented at the hardware level on Fibre Channel switches 

 Configured with what is referred to as “hard zoning” on a port 
basis or “soft zoning” using a World Wide Name (WWN). 

 



 Fibre switch controlling access for the red server and the 

blue server to connect to the storage controllers 0–3.  

 It grants access for the blue server to the LUNs on 

controllers 0 and 3, while the red server is granted access to 

all LUNs on all storage controllers. 

 



LUN Masking 

 Executed at the storage controller level instead of at the 

switch level. 

 By providing LUN-level access control at the storage 

controller, the controller itself enforces access policies to the 

devices. 

 Provides more detailed security than zoning because LUNs 

allow for sharing storage at the port level. 



 LUN masking is 

demonstrated as the blue 

server is granted access 

from the storage 

controller to LUNs 0 and 

3, while the red server is 

granted access to all 

LUNs. 

 



Multipathing 

 Whereas zoning and LUN masking are configuration options 

that limit access to storage resources, multipathing is a way of 

making data more available or fault tolerant to the computers 

that need to access it. 

 Multipathing creates multiple paths for the computer to 

reach the storage resources it is attempting to contact. 



Multipathing 

 Created by a combination of hardware and software 

resources. 

 Hardware resources are multiple network interface cards 

(NICs) or multiple HBAs deployed to a single computer. 

 Multiple adapters provide options for the software to run in 

multipath mode, which allows it to use either of the adapters 

to send traffic over in case one of them were to fail. 

 Can be very expensive. 



Multipathing 

 Setting up multipathing on the computer, however, is not 

enough to ensure high availability of applications. 

 Entire network infrastructure should be redundant so that a 

failure of any one component will not interrupt the storage 

data traffic. 

 Means that in order to implement an effective multipath 

solution, redundant cabling, switches, routers, and ports on the 

storage devices must be considered as well. 



Questions??? 

 


